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VHFXULW\ DSSURYDO HWF 7KLV SDSHU SUHVHQWV DQ RSWLPL]HG JHQHWLF VWRZHG ELRPHWULF DSSURDFK WR SRWHQW 426 LQ
0$1(7DQGRYHUFRPHVYDULRXVVHFXULW\EUHDFKHVE\LQFRUSRUDWLQJDQRYHOLULVUHFRJQLWLRQDSSURDFKDQGRSWLPL]HV
YDULRXV426SDUDPHWHUVWKURXJKJHQHWLFDOJRULWKPZKLFKLVVFUXWLQL]HGE\YDULRXVVLPXODWLRQUHVXOWVGLVFXVVHGODWHU
LQWKHSDSHU
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1RPHQFODWXUH
426 4XDOLW\RI6HUYLFH3DUDPHWHUVWRHYDOXDWHSHUIRUPDQFHRI0$1(7
,ULV'LVMXQFWXUH6HSDUDWLRQRILULVIURPYDULRXVQRLVHVOLNHH\HOLGSXSLODQGUHIOHFWLRQ
*$ *HQHWLF$OJRULWKP$OJRULWKPXQGHUFDWHJRU\RIHVWLPDWLQJLOOXVWUDWLRQVSHFLILHGE\LQWULQVLF
WUDQVIRUPDWLRQV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1.1. Biometric approach 
%LRPHWULFV LV WKH HYDOXDWLRQ DQGHPSOR\PHQW RI H[FOXVLYH HLWKHU WKH  VWURQJ IHDWXUHV KDYLQJKLJKGLVWLQFWLYH
FRQWHQWDQGJUHDWH[WHQWRIVWDELOLW\OLNHILQJHUSULQWV'1$LULVUHWLQDHWFRUZHDNIHDWXUHVFKDQJHVJUDGXDOO\GXH
WRORZGLVWLQFWLYHFRQWHQWOLNHIDFHKDQGJHRPHWU\NH\VWURNHG\QDPLFVHWFRIKXPDQEHLQJVIRUFDWHJRUL]DWLRQ
7KH PRVWFODPDQW WDVNGHDOW LQ WKLVSDSHU LV WKHHYROYHPHQWRIDGLVMXQFWXUHSURFHVVVSHFLI\LQJDVWURQJVHFXULW\
ELRPHWULFV\VWHPSURYLGLQJDPHFKDQL]HGSHUFHSWLRQRILULVWUDLWVRILQGLYLGXDOV)LJDGHSLFWVDQDQQXODUFLUFXODU
ILVVXUHSXSLOVFOHUDDORQJZLWKWKHKHDGPRVWSHUVSHFWLYHRIDQQXODUFRPSRQHQWUHIHUUHGDVLULV7KHPRVWDVVXULQJ
ELRPHWULFV PHFKDQLFV LV WKH LULV WHPSODWH VSHFLILHG LQ )LJE FUHDWHG IURP  RXW RI UHODWLYHO\  SHFXOLDU
LQFOLQDWLRQV
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1.2. Genetic Algorithm(GA) 
6LQFHWKHUHDUHIUHTXHQWWRSRORJ\FKDQJHVLQ0$1(7GXHWRQRGHPRELOLW\DQGHQHUJ\FRQVHUYDWLRQWKHUHIRUH
WKHSUREOHPRIURXWHGLVFRYHU\EHFRPHVD'\QDPLF2SWLPL]DWLRQ3UREOHP'230DLQO\WZRW\SHVRIDOJRULWKPV
QDPHO\GHWHUPLQLVWLFDQGVHDUFKKHXULVWLFVJHQHWLFDOJRULWKPVVLPXODWHGDQQHDOLQJDQWFRORQ\RSWLPL]DWLRQHWFDUH
H[SORUHGIRUURXWLQJSUREOHPV7KHGHWHUPLQLVWLFDOJRULWKPVIRUDJLYHQURXWHGLVFRYHU\UHTXHVWFRQVWUXFWVRQO\RQH
URXWHWUHHHJ6KRUWHVW3DWK7UHH637DOJRULWKP%XWVHDUFKKHXULVWLFVH[SORUHVDQXPEHURIURXWHWUHHVDQGVHOHFW
EHVWRQHDV WKH ILQDO UHVXOWDQGDV WKHVHDOJRULWKPVKDYHSRO\QRPLDO WLPHFRPSOH[LW\ WKH\SURYLGHHIIHFWLYH426
VROXWLRQVIRU0$1(7*HQHWLFDOJRULWKPVFRPSDUHGZLWK WKHLUFRXQWHUSDUWV RWKHUKHXULVWLFVPHWKRGVSURYLGHVD
ORWRISRVLWLYHGLIIHUHQFHVOLNH

x 5DWKHUWKDQZRUNLQJRQDVLQJOHVROXWLRQRILWHUDWLRQWKH\ZRUNRQDSRSXODWLRQRISRVVLEOHVROXWLRQV
412   Sherin Zafar et al. /  Procedia Computer Science  62 ( 2015 )  410 – 418 
x $SRVVLEOHVROXWLRQLQ*$LVUHSUHVHQWHGE\HDFKLQGLYLGXDODQGGHSHQGLQJRQWKHILWQHVVYDOXHVHOHFWLRQRI
VRPH LQGLYLGXDOV WDNH SODFH DQG WKHQ WKH QDWXUDO JHQHWLF FURVVRYHU SURFHVV LV LQLWLDWHG IRU JHQHUDWLRQ  RI
RIIVSULQJE\H[FKDQJLQJWKHVHLQGLYLGXDOJHQHWLFGDWDLQDUDQGRPPDQQHU+HQFHLWVSHFLILHVWKDW*$DUH
VWRFKDVWLFQRWGHWHUPLQLVWLF1DWXUDOJHQHWLFVHOHFWLRQFURVVRYHUDQGPXWDWLRQRSHUDWRUVDUHHPSOR\HGIRUWKH
EHVWILWWHVWSRSXODWLRQVHOHFWLRQDVVSHFLILHGLQ)LJ
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x 6ROXWLRQRIG\QDPLFPXOWLFDVWSUREOHPLQ0$1(7
x (QHUJ\HIILFLHQWPXOWLFDVWURXWLQJLQ0$1(7
x 5RXWLQJRSWLPL]DWLRQLQDGKRFQHWZRUNV
x 426URXWHVHOHFWLRQIRU0$1(7
x &DOFXODWLRQRISDWKEDQGZLGWKIRU7'0$EDVHG0$1(7¶V
x $SSOLFDWLRQLQJHQHWLF]RQHEDVHGURXWLQJSURWRFRO=53

7KH DERYH SRLQWV LQGLFDWH WKDW JHQHWLF DOJRULWKP*$ LV XWLOL]HG IRU RSWLPL]LQJ YDULRXV SDUDPHWHUV RI0$1(7
LQFOXGLQJRSWLPL]DWLRQRIHQHUJ\HIILFLHQWURXWHVVKRUWHVWILWWHVWSDWKEHVW]RQHVHOHFWLRQHWFZKLFKDUHDOOUHODWHG
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$V GLVFXVVHG DERYH LQ WKLV SDSHU RSWLPL]DWLRQ RI WKH426 UHVXOWV RI0$1(7 LV SHUIRUPHG E\*$ DSSOLFDWLRQ
6LQFHWKHGHVLJQLQJRID426URXWLQJSURWRFROLVWKHPRVWFKDOOHQJLQJLVVXHLQ0$1(7*$LVXWLOLVHGIRUWKHVHOHFWLRQ
RI WKH PRVW RSWLPDO ILWWHVW URXWH IURP VRXUFH WR GHVWLQDWLRQ ' IURP D VHW RI URXWHV KDYLQJ WKHLU FRUUHVSRQGLQJ
FRQQHFWLYLW\TXDOLWLHV7KH*$EDVHG426URXWLQJVFKHPHSURSRVHGLQWKLVSDSHUVHOHFWVWKHILWWHVWURXWHDQGRSWLPL]HV
YDULRXVSHUIRUPDQFHSDUDPHWHUVOLNHDYHUDJHSDFNHWGHOLYHU\UDWLRDYHUDJHSDFNHWGURSUDWHDYHUDJHHQGWRHQGGHOD\
DQGDYHUDJHKRSFRXQW6LPXODWLRQUHVXOWVVSHFLI\WKDWRSWLPL]HGJHQHWLFVWRZHGDSSURDFKSRWHQW426LQ0$1(7DQG
LPSURYHVWKHSHUIRUPDQFHIDFWRUVZKHQFRPSDUHGZLWKFRQYHQWLRQDOURXWLQJSURWRFRO
7KHXSFRPLQJSRUWLRQVRIWKHSDSHUGLVFXVVHVRQWKHOLWHUDWXUHRILULVSHUFHSWLRQDQGWKH,ULV3HUFHSWLRQDOJRULWKP
LOOXVWUDWHGLQ6HFWLRQ6HFWLRQGHVFULEHVWKHLPSOHPHQWDWLRQRIRSWLPL]HGJHQHWLFVWRZHGDSSURDFK7KHVLPXODWLRQ
VWXG\KDVEHHQVWDWHGLQ6HFWLRQWRMXVWLI\ WKHLQQRYDWLYHSURSRVHGDSSURDFKE\FRPSDULQJLWZLWKWKHFRQYHQWLRQDO
DSSURDFK)LQDOO\6HFWLRQGLVFXVVHVYDULRXVFRQFOXVLRQVDQGIXWXUHUHFRPPHQGDWLRQV
2SWLPDO
,QLWLDOL]DWLRQ3RSXODWLRQ

6WULQJV)HDWXUHVHW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(YDOXDWLRQ
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
)LWQHVV 9DOXH
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PDNHV VHFXULW\ PHDVXUH LPSOHPHQWDWLRQPXFKPRUH GLIILFXOW $W WKH VDPH WLPH
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UHVSRQGWR+DFNHUFDQVSDPWKHQHWZRUNZLWKERJXVDQGEDGGLJHVWV*RRGQRGHVVSHQGPRVWSURFHVVLQJSRZHUWR
YHULI\ WKDW WKH PHVVDJH LV IUDXG RU QRW VR VRPH NLQG RI HQKDQFHG VHFXULW\ LV UHTXLUHG WR RYHUFRPH WKH DERYH
EUHDFKHV +HQFH LQ WKLV VHFWLRQ D QRYHO  LULV EDVHG VLJQDWXUH PHWKRGRORJ\ LV GLVFXVVHG WKDW SURYLGHV VHFXULW\
VROXWLRQVIRU0$1(7$QLULVGLVMXQFWXUHV\VWHPLVHYROYHGUHGXFLQJWKHYDULRXVQRLVHVVXFKDVH\HOLGSXSLODQG
UHIOHFWLRQE\XQGHUJRLQJGDWDSURFXUHPHQWDQGGLVMXQFWXUHSURFHVV,QWKHGDWDSURFXUHPHQWSURFHVVLULVLPDJHVDUH
REWDLQHGDQGXQGHUJRQHYDULRXVLQIUDUHGLOOXPLQDWLRQWRREWDLQDEHWWHULPDJHTXDOLW\5HVWULFWLRQRIWKHLULVUHJLRQ
LQWKHLPDJHWRVXSSUHVVQRLVHVH\HOLGSXSLODQGUHIOHFWLRQLVGRQHE\WKHLULVGLVMXQFWXUHSURFHVV$PDWKHPDWLFDO
IXQFWLRQ UHIHUUHG DVZDYHOHW LV FRQVWUXHGE\$GGLVRQ IRU GLVVHFWLQJ DJLYHQ FRQWLQXRXV±WLPH VLJQDO IXQFWLRQ LQWR
YDU\LQJIUHTXHQF\FRPSRQHQWVDQGWKHQWRFRQVLGHUHDFKFRPSRQHQWE\DUHVROXWLRQDIILUPLQJLWVVFDOH
'DXJPDQQ DQG:LOGH VWXGLHV IRU SHUIRUPLQJ LULV GLVMXQFWLRQ DQG ORFDOL]DWLRQ DUH FRQVLGHUHG YHU\
LPSRUWDQW LQ WKH ILHOG RI LULV SHUFHSWLRQ DOJRULWKP DFKLHYLQJ)$5IDOVH DFFHSWDQFH UDWHRI  LQ IRXUPLOOLRQ DQG
)55IDOVH UHMHFW UDWH  $Q LULV GLVVROXWLRQ SURFHVV LV GRQH IRU UHILQLQJ DQG H[SORLWLQJ LULV DQG SXSLO FRQWRXU
VSHFLILHGE\WKHHTXDWLRQJLYHQEHORZ

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 LULV GLVMXQFWXUH QRUPDOL]DWLRQ
WHPSODWH HQFRGLQJ GDWDEDVH HQOLVWPHQW DQG LULV WHPSODWH PDWFKLQJ WR JHQHUDWH DQ HIIHFWLYH LULV WHPSODWH IRU
SHUIRUPLQJDXWKHQWLFDWLRQ
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UHVXOWLQJLQQXPEHURISUREOHPVLQGLVMXQFWXUHSURFHVVDQGSRRUUDWHVRILULVSHUFHSWLRQ6RWKHFRPSDULVRQVDUH
SHUIRUPHGE\ VXEMHFWLQJ WKH LULV LPDJH WR WKHQRUPDOL]DWLRQSURFHVV WKDW WUDQVIRUPV WKHHOLFLWHG LULV UHJLRQ LQWRD
UHFWDQJXODUVHFWLRQZKLFKRYHUFRPHVYDULRXVLPDJHGLVFUHSDQFLHVDVLWKDVDSHUSHWXDOH[WHQVLW\)LJDLOOXVWUDWHV
WKHDSSOLFDWLRQRI+RXJK WUDQVIRUP LQ LPDJHGLVMXQFWXUHSURFHVVDQG)LJE VKRZVKRZ WKHZDYHOHW WRROER[RI
0$7/$%SURGXFHV WKHZDYHOHW GLVLQWHJUDWLRQ SURFHVV+RXJK WUDQVIRUP IRU FLUFOHV VWDWHV WKDW HDFK SL[HO LQ WKH
LPDJHVSDFHUHODWHVWRDFLUFOHLQWKH+RXJKVSDFHDQGYLFHYHUVD
,ULV,PDJH ,ULV'LVMXQFWXUH	
1RUPDOL]DWLRQ
7HPSODWH
(QFRGLQJ
'DWDEDVH
(QOLVWPHQW
,ULV7HPSODWH
0DWFKLQJ
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+DPPLQJ GLVWDQFH DQG FRUUHODWLRQ FRHIILFLHQW SHUIRUPDQFH SDUDPHWHUV DUH DSSOLHG IRU SHUIRUPLQJ SDWWHUQ
UHVHPEODQFHRIWKHKRDUGHGLPDJHVRILULVZKLFKLVRQHRIWKHPRVWLPSRUWDQWVWDJHLQWKHLULVSHUFHSWLRQSURFHVV
(TXDWLRQDQGVSHFLI\IRUPXODH¶VIRU+DPPLQJGLVWDQFHDQG1RUPDOL]HG&RUUHODWLRQ1&UHVSHFWLYHO\

















)LJD+RXJKWUDQVIRUPLQLPDJHGLVMXQFWXUHSURFHVVE:DYHOHWGLVLQWHJUDWLRQSURFHVV
,QFRPSDULQJWKHELWSDWWHUQV;DQG<WKH+DPPLQJGLVWDQFH+'LVGHILQHGDVWKHVXPRIGLVDJUHHLQJELWVVXPRI
WKHH[FOXVLYH25EHWZHHQ;DQG<RYHU1WKHWRWDOQXPEHURIELWVLQWKHELWSDWWHUQDVVSHFLILHGEHORZ

+' 
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ZKHUH
3DQG3 7ZRLPDJHVRIVL]HQ[P
DQGı 7KHPHDQDQGVWDQGDUGGHYLDWLRQRI3
DQGı 7KHPHDQDQGVWDQGDUGGHYLDWLRQRI3
1RUPDOLVHGFRUUHODWLRQLVDGYDQWDJHRXVRYHUVWDQGDUGFRUUHODWLRQDVLWLVDEOHWRDFFRXQWIRUORFDOYDULDWLRQVLQLPDJH
LQWHQVLW\WKDWFRUUXSWWKHVWDQGDUGFRUUHODWLRQFDOFXODWLRQ$OWKRXJKLQWKHRU\WZRLULVWHPSODWHVJHQHUDWHGIURPWKH
VDPH LULV ZLOO KDYH D +DPPLQJ GLVWDQFH RI  LQ FRQYHQWLRQDO PHWKRGV WKLV ZLOO QRW RFFXU 7KH YDOXH RI D
FRUUHODWLRQ FRHIILFLHQW UDQJHV EHWZHHQ  DQG 7KH JUHDWHU WKH DEVROXWH YDOXH RI D FRUUHODWLRQ FRHIILFLHQW WKH
VWURQJHU WKHOLQHDUUHODWLRQVKLS 7KH VWURQJHVW OLQHDU UHODWLRQVKLS LV LQGLFDWHG E\ D FRUUHODWLRQ FRHIILFLHQW RI  RU
7KH ZHDNHVW OLQHDU UHODWLRQVKLS LV LQGLFDWHG E\ D FRUUHODWLRQ FRHIILFLHQW HTXDO WR  ,Q WKLV QHRWULF DSSURDFK
QRUPDOL]DWLRQLVSHUIHFWO\GRQHDOVRHQFRGLQJLVSHUIRUPHGWKURXJK%LRUWKRJRQDOZDYHOHWVSURYLGLQJDELWVWUHDP
DZD\IURPQRLVHVKHQFHDFKLHYLQJPLQLPXPKDPPLQJGLVWDQFHDQGPD[LPXPFRUUHODWLRQSHUIHFWYDOXHV

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2SWLPL]HG*HQHWLF6WRZHG$SSURDFK2*6$
6HFXULW\ZKLFKLVRQHRIWKHPRVWFKDOOHQJLQJDQGFULWLFDOIDFWRUIRUPRELOHDGKRFQHWZRUNVLVJXDUDQWHHGE\WKH
,ULV SHUFHSWLRQ DOJRULWKP GHDOW LQ VHFWLRQ ZKRVH VLJQLILFDQW VLPXODWLRQ UHVXOWV ZLOO EH SURGXFHG LQ WKH ODWHU
VHFWLRQVRIWKLVSDSHU*HQHWLFDOJRULWKPLQWKLVPHWKRGRORJ\LVDSSOLHGIRUSURGXFLQJRSWLPL]HGUHVXOWV6LQFHWKH
GHVLJQRIDSURWRFROHPEHGGHGZLWK426URXWLQJVSHFLILFDWLRQVLVRQHRIWKHPRVWGHPDQGLQJLVVXHIRU0$1(7*$
DQGLWVRSHUDWLRQVQDPHO\VHOHFWLRQFURVVRYHUDQGPXWDWLRQDUHH[SORLWHGIRUWKHILWWHVWRSWLPDOURXWHVHOHFWLRQIURP
VRXUFH6 WR WKH GHVWLQDWLRQ' IURP D VHW RI URXWHV KDYLQJ FRUUHVSRQGLQJ FRQQHFWLYLW\ TXDOLWLHV 7KLV VFKHPH
HPSOR\V *$ DV D VHOHFWLQJ WRRO IRU ILWWHVW URXWH DQG KHQFHIRUWK RSWLPL]H YDULRXV 426 SHUIRUPDQFH IDFWRUV RI
0$1(7QDPHO\DYHUDJHSDFNHWGHOLYHU\UDWLRDYHUDJHSDFNHWGURSUDWHDYHUDJHHQGWRHQGGHOD\DQGDYHUDJHKRS
FRXQW7KHSURSRVHGPHWKRGRORJ\ LV VLPXODWHG LQ0$7/$%EDVHGRQ WKH IROORZLQJDOJRULWKPDQG LWV UHVSHFWLYH
FRGHIRUH[SORLWLQJJHQHWLFVWRZHGDSSURDFKDQGSURYLGLQJRSWLPL]HGUHVXOWV
$OJRULWKPIRU2SWLPL]HG*HQHWLF6WRZHG$SSURDFK2*6$
x *HQHUDWLRQRIWKHSRVVLEOHSDWKVEHWZL[WVRXUFH6DQGGHVWLQDWLRQ'
x 5HSHWLWLRQRIEHORZWZRVWHSVWLOOWKHRFFXUUHQFHRIPRVWILWWHVWSDWK
x 6HOHFWLRQRIWZRSRVVLEOHILWWHVWSDWKV)^)))««)Q`DQG)^)))«««)Q`
x 3HUIRUPLQJFURVVRYHURQ)DQG)VXFKWKDWDQHZVHTXHQFHLVJHQHUDWHG) ^)))«««)Q`
x 0XWDWLRQLVSHUIRUPHGWRSUXQHWKHGHDGQRGHV
x (QG
&RGHLQ0$7/$%IRULPSOHPHQWDWLRQRI2*6$
x IXQFWLRQ>[IYDO@ FDOOBJHQHWLFWROSRSBVL]HWRWBJHQPD[BWLPHPDWUL[VWUWBORFHQGBORFPD[BOHQ
x QYDUV PD[BOHQ
x /% ]HURVQYDUV
x 8% RQHVQYDUV
x RSWLRQV JDRSWLPVHW#JD
x RSWLRQV JDRSWLPVHWRSWLRQV
*HQHUDWLRQV
WRWBJHQ
)LWQHVV/LPLW
WRO
7LPH/LPLW
PD[BWLPH
'LVSOD\

RII

3RS
XODWLRQ6L]H
SRSBVL]H
3ORW)FQV
^#JDSORWEHVWI`
3ORW,QWHUYDO

x >[IYDO@ JD#[REMBIXQFWLRQ[PDWUL[VWUWBORFHQGBORFQYDUV>@>@>@>@/%8%>@RSWLRQV
x [ [VL]HPDWUL[
x [ PRGURXQGDEV[VL]HPDWUL[
x [ >VWUWBORF[HQGBORF@
x HQG  
6LPXODWLRQ5HVXOWV
7KHRSWLPL]HGJHQHWLFVWRZHGDSSURDFKVWDWHGLQVHFWLRQKDVEHHQVLPXODWHGWKURXJK0$7/$%6LPXODWLRQ
UHVXOWVIRU,3$,ULV3HUFHSWLRQ$OJRULWKPDQG2*6$2SWLPL]HGJHQHWLF6WRZHG$SSURDFKDUHGHSLFWHGWKURXJK
ILJDQG7KHLULVSHUFHSWLRQDOJRULWKPIRUIXOILOOLQJVHFXULW\SURVSHFWLYHRI0$1(7PDLQWDLQVDGDWDEDVHRILULV
LPDJHVRIQXPEHURILQGLYLGXDOVZKRVHWHPSODWHVDUHXWLOL]HGODWHUIRUSDWWHUQUHVHPEODQFH7KHSURSRVHG,3$WRRN
LULVFODVVHVZLWKLPDJHVSHUFODVVDQGLULVWHPSODWHVDUHJHQHUDWHGE\WUDLQLQJWKHVHFODVVHV(DFKFODVVFRQWDLQV
 LULV LPDJHVEHORQJLQJ WR WKH VDPH LQGLYLGXDO IURPGLIIHUHQWYLHZV$Q LPDJH LV VHOHFWHG IURP WKHGDWDEDVH WKDW
PDWFKHV ZLWK FODVV  UHVXOWLQJ LQ D 0LQLPXP +DPPLQJ 'LVWDQFH 0+'  DQG 0D[LPXP
&RUUHODWLRQ0& KHQFHVFUXWLQL]LQJWKHUHVXOWVRISDWWHUQPDWFKLQJ3HUIRUPDQFHDQDO\VLVLVGRQHE\WZRSDWWHUQ
PDWFKLQJSDUDPHWHUVQDPHO\+DPPLQJ'LVWDQFH+'DQG&RUUHODWLRQ&RHIILFLHQW&&WKDWFKHFNVWKHYDULRXVLULV
WHPSODWHVWZLFHKHQFHHQKDQFHVVHFXULW\VROXWLRQVRI0$1(7(YDOXDWLRQRILULVGLVMXQFWXUHLVGRQHWKURXJKRXWWKH
WULDOVSHULRGVDVWKHUHVXOWVRIGLVMXQFWXUHDUHTXLWHFULWLFDOIRUWKHVXFFHVVIXOFRPSOHWLRQRI,ULV3HUFHSWLRQ$OJRULWKP
,3$6LQFH LULV WHPSODWHV DUH EHLQJ GHDOW WKHUHIRUH WKH SHUIRUPDQFH DQDO\VLV FDQQRW EH FRPSOHWHG ZLWKRXW
SHUIRUPLQJ VHQVLWLYLW\ DQG VSHFLILFLW\ FODVVLILFDWLRQ WHVWV7KH SURSRXQG VFKHPH DQDO\]HV DFWXDO  SRVLWLYHV  7UXH
SRVLWLYHUDWH735RUWKHUHFDOOUDWHUHIHUUHGDVVHQVLWLYLW\3RVLWLYH ,GHQWLILHGDQG1HJDWLYH 5HMHFWHG3UHFLVLRQ 
7373 )3ZKHUH 73 7UXH SRVLWLYH DQG )3 )DOVH 3RVLWLYH ,ULV WHPSODWHPDWFKHVZLWK FODVV  JHQHUDWLQJ
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PLQLPXP +'  DQG PD[LPXP FRUUHODWLRQ  ZKHQ HYDOXDWHG WKURXJK ,3$ DQG SURYLGHG IROORZLQJ UHVXOWV IRU
VHQVLWLYLW\ DQG VSHFLILFLW\ WHVWV 735 )35  )15  3UHFLVLRQ  715 
$FFXUDF\ 5HFDOO )0HDVXUH ZKHUH)35 )DOVHSRVLWLYH UDWH)15 )DOVHQHJDWLYH UDWHDQG
715 7UXH QHJDWLYH UDWH 7KHVH UHVXOWV ZKHQ FRPSDUHG ZLWK WKH FRQYHQWLRQDO LULV EDVHG DSSURDFKHV DUH TXLWH
IUXLWIXO DQG MXVWLILHV VXFFHVVIXO SHUIRUPDQFH DQDO\VLV RI WKH ,3$ 7KH SURSRXQG DSSOLFDWLRQ RI ,3$ IRU VHFXULQJ
0$1(7WXUQVRXWWREHQRWRQO\QRYHOEXWDOVRTXLWHGHPDQGLQJUHVHDUFKVWXG\ZKLFKKDVQRWEHHQXWLOL]HGVRIDU
6LPLODUO\WKH2SWLPL]HG*HQHWLF6WRZHG$SSURDFK2*6$LVDOVRHYDOXDWHGWKURXJK0$7/$%VLPXODWRUDQG
ZKHQ FRPSDUHG ZLWK WKH FRQYHQWLRQDO DSSURDFK IRU PDLQWDLQLQJ 426 LQ 0$1(7 UHVXOWHG LQ PXFK HQKDQFHG
SDUDPHWHUV 7KH VLPXODWLRQ SDUDPHWHUV WDNHQ LQWR DFFRXQW DUH WRWDO WLPH   VHF QHWZRUN OHQJWK   PHWHUV
D
E
)LJ*8,RI,ULV3HUFHSWLRQ$OJRULWKPD,PDJHPDWFKHGZLWKFODVVKDYLQJPLQLPXPKDPPLQJGLVWDQFH+' EPDJH
PDWFKHGZLWKFODVVKDYLQJPD[LPXPFRUUHODWLRQ 
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QHWZRUNZLGWK   PHWHUV WRWDO QXPEHU RI QRGHV   PD[ QRGHV W[ UDQJH   PHWHUVPLQ QRGHV W[ UDQJH  
PHWHUVPD[ QRGHV VSHHG  PHWHUVVHF PLQ QRGHV VSHHG  PHWHUVVHFPD[ QRGHV GDWD UDWH   PESVPLQ
QRGHVGDWD UDWH PESVPD[QRGHV WUDIILF SDFNHWVVHFPLQQRGHV WUDIILF SDFNHWVVHF VSHHGYDULDWLRQ
IDFWRU DQJOHYDULDWLRQIDFWRU 
7DEOHVKRZVWKHFRPSDULVRQDQDO\VLV426SDUDPHWHUVRIWKHFRQYHQWLRQDODQGSURSRVHGURXWLQJDSSURDFKHVIRU
0$1(7MXVWLI\LQJWKHVLJQLILFDQFHRIWKHJHQHWLFEDVHGDSSURDFK
7DEOH&RPSDUVQRI2*6$ZLWK3UHYLRXV$SSURDFK




&RQFOXVLRQDQG)XWXUH6FRSH
9DULRXVUHVXOWVVKRZQLQWKHSUHYLRXVVHFWLRQVOHDGVWRDQRWDEOHGHVLJQDQGDSSOLFDWLRQRIERWK,ULVSHUFHSWLRQ
DOJRULWKP DQG2SWLPL]HG JHQHWLF VWRZHG DSSURDFK WR SURWUDFW QRW RQO\ VHFXULW\ LQ0$1(7EXW DOVR WR RSWLPL]H
426UHVXOWV7KLVUHVHDUFKSDSHUEULQJVLQWRDFFRXQWDQRYHODSSURDFKWKDWFRPSULVHVRIVHFXULW\DVZHOODV426
PHWKRGRORJ\UHTXLUHGLQ0$1(7ZKLFKDUHGHDOWLQGLYLGXDOO\LQFRQYHQWLRQDODSSURDFKHV6($'6$2'9HWFWKDW
WR ZLWK QXPEHU RI OLPLWDWLRQV 6HYHUDO SHUIRUPDQFH IDFWRUV QDPHO\ KDPPLQJ FRGH FRUUHODWLRQ FRHIILFLHQW
VHQVLWLYLW\ DQDO\VLV IRU ,3$ DQG YDULRXV 426 SDUDPHWHUV DYHUDJH SDFNHW GURS DYHUDJH SDFNHW GHOLYHU\ UDWLR
DYHUDJHHQGWRHQGGHOD\DYHUDJHKRSFRXQWIRU2*6$SURYLGHVVXFFHVVIXODQGHQKDQFHGUHVXOWVKHQFHLQFUHDVLQJ
WKH IOH[LELOLW\ DVZHOO DV WKH XVDELOLW\ RI WKH SURIIHUHG DSSURDFK7KH FRVW RI WKH DSSURDFK LV QRW WRRPXFK DV D
GLJLWL]HGFDPHUDZLOOEHUHTXLUHGDQGUHVWZLOOEHGRQHE\WKHQRYHODSSURDFKLWVHOI)XWXUHUHFRPPHQGDWLRQVRIWKLV
VFKHPHPDLQO\GHDOVZLWKUHGXFLQJWKHRYHUKHDGVDQGLQFUHDVHGWLPHFRPSOH[LW\GXHWRDSSOLFDWLRQRI*$DORQJ
4263DUDPHWHUV3UHYLRXV$SSURDFK2*6$
$YJ3DFNHW'URS
$YJ3DFNHW'HOLYHU\5DWLR
$YJHQGWRHQG'HOD\
$YJ+RS&RXQWV

)LJ0$7/$%VLPXODWRUIRU2*6$
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ZLWKWKHLULVSHUFHSWLRQVFKHPHEXW WKHHQKDQFHGUHVXOWVRYHUFRPHDERYHDOOGLVFUHSDQFLHVKHQFHSURYLQJWREHD
QRYHOVHFXUHGDQGRSWLPL]HG426VROXWLRQIRU0$1(7
5HIHUHQFHV
.KDZ3,ULVUHFRJQLWLRQWHFKQRORJ\IRULPSURYHGDXWKHQWLFDWLRQSans Security Essential(GSEC) Practical Assignment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0$1(7VComputer Communications
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